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HISTORY 0? TH2 SIG5AL EITZLLIGSHCL So?. VIC; 


1 . _ ‘prior "to June 1317 no department of the Goveroosat conducted. 
cr*.*ot era lytic activities 'whatsoever. Frcm Juno 1915 to about Hay 1918 
a considerable amount of morr along these lines • isas conducted purely as 
t patriotic enterprise at his ovn expense by l£r. ' George Fabyan, whoso 
Riverbank Laboratories-at Geneva, Illinois, organized a snail group of 
fairly well-trained cryptanalysts to rrork upon such codes and ciphers 

as aare forwarded by the 7far, Havy, State, and. justice Departments . The 

"... ... . .... . 

undersigned directed the crypt analytic operations and training at the 
Hiverhank Laboratories from the tine of the inception of this v.-erk until 
its close thereat in 1919, except for a period 'of a year -dies he tts .3 • 

1st Lieut., HID, serving at GH^-AZ? in the German -code solving-^ Action. 

21 In June 1917 the crypt analytic activities cf the tar Department 

rere-initiated by Colonel tan Derma, G- 2, with the c or—i ssionir.g of H. 0. 

« • 


Yardley as 1st Lieut., HZD. Yard! 07 , oho had been a telegram 
State Department and had taken some intsrest in cryptography, 
too civil ian employees to assist his. The werk grew rapidly 
autumn of 1917 the increased staff us organized as a section 
as id- 8 , which-was subdivided into 6 subsections with duties 


her at the 
vras given, 
and by the 


desigrated 


as indicated 


very briefly below: - v - ' 

(l) Code and cioher solution subsection. - This subsection 
was what mould now be g al l ed the cryptenalytic subsection. It .us tne 
largest cf the subsections of LTT-S and performed the crypturalytic work 
ret only for the tar Denartnent but also or all ether Covernrer.t ~ d smart — 


ircludirg Haw, State . Justice , ar.c the two cerserrhirs — Dab? 



- r d fhich th^n separat e cr_ V - -"- - i ors , * 

(2) Cede and cipher ccrpilsbicn subsection. - Despite tie fact 

/ * 

that under A i uy regulations tbs compilation and revision of ceces, was a , 
function of the Chief Signal-Officer, compilation activities uncer the- 

’ , *i, 

Signal Corps were apparently in a moribund state* Information having been 

. . «* * '•» . . . 

received that tha Germans possessed copies of the N&r Department Telegraph 

/ • . 
Code ? MI-5 deemed it advisable to establish a code compilation subsection, 

and that subsection produced several codes such as Uilita-i j,. intelligence 

Codes No. 5 and No.-9, small, pocket codes for secret agents, and the like. 

(3) Training subsection. - In addition to training its cwrr~- 


personnel IiI-8 trained the majority of the personnel sent overseas for- 
crjptar.alytic duties with field forces, both AZF find Siberia. 

(4) Secret inks, subsection. - A laboratory was establisned 
.or the preparation of invisible inks for use by*our own agents. it also 
examined letters for secret ink writing and an average of ever 20C0 letter 
m-er week were examined for the military and postal censorship from July 1, 


-_r» r* TJQQ yf 


L?lo to February 1, 1919. % 

(5) Shorthand subsection. - This subsection was organised to. 

, L 

handle texts in various shorthand systems , especially German, vhicrnaa- 
:o be deciphered, 

( 6 ) Ccinruiiicaticns subsection, - This 7 /as est-aolished in u.±-Q 
:cr handling messages be and from military attaches ano intelligence 
rfficers serving abroad. In. a period of 9 months it sent and received 
ibcut 25 ,OCO such messages, practically all in cods, 

3, At the height of its development, which tras reached in November 
L913, LH -8 Tras, for these days, a rather large unit, consisting cf IS 


t 



of filers, 21 civilian cry ptcgraphsrs and crypU-zelysts, acd 1C9 typists 
' tuna stenographers. The tine had cere for the establishment of a definite 
policy for the future. Hot?, the guiding heads of Military Intelligence 
et that tine fully''recognized the high importance and value of the services 
rendered by .the cryptaualytic. bureau, because they had oeen in positions 
where tbs nroducts -of the daily activity of the bureau cane directxy to ^ 

* ; " • , . , ■* . . i - \ 

notice and they could not fail .'to note the influence and hearing nhbh 
the work had, not only upon th9 nil it ary and naval but also upon the .. 

. ; • . »•* - * . - • ' f. r. 

• t .. . * 

diplcmtic, political, and economic.phases of the. conduct of the war, 

Thev- therefore had . -practical experience in-the matter and could bring - 

the weight of their, position of influence and their actual experience-to 

hear uron those in charge of the purse strings, nith the result that they 

.. *■* ; * 

were able to obtain funds sufficient to keep a - fairly large organization 
-intact’for a year or two. An annual appropriatioh of f-lOOpOOC w’as recom¬ 
mended in a C—2 study dated L-ay 16, 1919 uss! ^ 


as follows: 


Rent, light ,. and heat 
Reference book3 
Personnel: Chief "• 


$3,900 


6,000 


10 code and cipher experts S 53,000 30,000 


.• 15 code and cipher experts © c2,0CC 

25 clerks S Cl,2C0 


30,000 
30,000 
vlCO,000 


The it en fer "rent, light, and heat" is explainable when it is noted that 
the trreau was to be coved from Washington with a view to ridi ng its 
existence. Of the 6100,000 recommended, the State Derartnsnt was to pro- 
"id; ZlO,ZOC ar.d 260,0C0 was to be provided fer expenditure by the A. C, cf 


v 


uv 



S, c -2 on 


"confidential memoranda” s^cnst funds pertaining to "Contingency 
7H1Atary Int elli gence Division'’—that is, b7 vouchers not subject to review 

" • t - , 

* * f 

the Comptroller General. The paper containing the recommendations nade by 
the A. C. of S, C—2 to tbs Chief of Staff was "OK-^d" and initialled by 
Acting Secretary of State Polk on May 17, 1919, and on Kay 19 it "vra-e 
approved by the Secretary f>£ Mar over the Signature of General “March, Chief 
of S taf f - The plan was put into effect, the bureau was installed in a 
private house at 22 East 3Sth Street, Herr York c ity, and all personnel 


together -path existing records -Here moved thereto. 

4. It is import an t to note that at that'time no provision vtha ^.soever 
tos made for radio intercept as a source of raw material for cryptanalysis. 
A few -nurds on this subject may not be amiss. PadLo intercept of fixed 
station material in the"!. S. by the Army curing our active participation 
in the last war ms rather fragmentary. The work.was, of course, a 
responsibility of the Signal Carps, but radio connunications could hardly 
compete with ccble sad wire communications as a source of raw maternal 
because not only did the large governments use c<»ble m preference to 


radiOjbut also radio as a means of communication between widely separated 
fixed stations was then in its infancy. The Signal Corps did, however, navi 
what were called "mobile tractor” units stationed on the southern border, 

and in late 191S one 

Large intereset station was established at Boulton, Maine, xcr uhe purpose 
of copying, trams—Atlantic radio. The large intercept stations raain*sined 


by the Signal Corps in the AZF did furnish a large quantity of diplomatic 
traffic which was forwarded as raw material to G—2 in washing ^on, bu^ as 

4 

soon as the war was over all these sources of intercept material were 



sisidsnecL 


' This was, of course, 

* * * 

trae to a certain extant but -as oot by any means the whole truth. At any 
rate by 1929 the flcrr of messages furnished G~2 had dwindled’to a mere 
trickle. Xn about the year 1926. the intercept stations of the Coast Guard 
saboittcid to ne informally a few radio intercepts of what appeared to be 
Japanese code messages, but’these were only sporadic occasional intercepts 
of transmissions in the Far East/ They* were usually fragmentary and 
afforded very to or'material. Such as they w^re, bo-rover, these occasional 

* * . . .t. - '•••-*...• ...v - 

v" * 

messages were-turned over to G-2. There were; ‘ therefor^, clear indications 
•< f ^ serious attenmt were made to obtain this material bet^e. cony 
could be obtained. However, no pressure was brought on the Signal Corps 
to set up a regular intercept service, and aside fron a few rela.i/uly^ 

J 

efforts to establish an intercept station in the Philippine Department 
tr-ere Traa no real intercept service until after 1929 , Trhen responsibility" 

- - cryptanalysis ttw transferred fron G—2 to the Signal Corps • norr *nis 






c -y» to pass ••• j! soon, be detailed. 

5. Is Indicated in Par. 3. above, the $100,000 appropriation^ set 

•' . ’ »' / 

* . / 

up in 1919 took care of the bureau for the FY 1920, that is from 

• • • • * ’ r* ' 

July 1, 1919 to J une 30, 1920, but'Then in June 1920 it cane tine to 

set up the budget for FT 1921, '-the purse strings -acre already beginning 

to be pulled tighter. !Iany of the "old-timers” in G-2 had gone to other 

; - . * 
assignments; those remaining and the newcomers in G-2 apparently had 

neither tbs background nor the influence to press the matter. The 

aporopriatioa -mas at once, cut in half, that is, to $50,000, of which the 

State Department share • still continued ’to be $40,000. The theory -iras, 

evidently, that since the work done by the bureau'iras primarily, if not solely, 

for and of interest to the State Department, all or nearly all of the funds 

"' • - 

should be provided by that department. The Tfar Department overlooked some 
very imooriant points in the situation—points -which Trill be brought up 
and emphasized later in this summary. -41 order not to break the continuity 
of the history at this poin£, it will be stated merely that year by year 
the funds provided for the maintenance and operation of the bureau became 
more and more constricted until by the autumn of 1929 the following tabula¬ 
tion, based upon a letter dated July 17, 1929 from !iajor 0. S. Albright, C—2 

to the Chief Signal Officer (General Gibbs), shows how the bureau had 

• / 

been permitted to deteriorate: 


Rent 

Books,postage,travel,transper tation,misc. 
Personnel: 1 Chief (Yardley) 

1 Code L ciper«expert 
1 translator (Jap) 


$ 3,000 

2,370 

7,500 


t 


% 


3,660 

3,750 


G6 


1 secretary 
1 clerk-typist 
clerk-typist 


1, SCO 
1,600 
1,320 

Total $25,000 


In the foregoing to tal appropriation of $25,000 the State Department 

• *• ' - . V * *’•* ’■ * 

furnished $15,000, the nar Department $10,000. The activities of the 

' ; *' t- * *--i y »-* — * 

bureau. had by this -tine become .so reduced that it was sending in only 

occasional translations of afevr Japanese diplomatic 

, r/ **'* / ' * . . * ^ * ' 

messages.' No research -rrhatsoever was conducted in cryptanalysisj there 
Trsre no training activities, no intercept, no cod9 compilation, no - 

r. • ; 

secret ink ircrk. The pss-sonnel consisted of six persons all told and 

" " . .'. .I.- * • 

37 ^ of the total payroll Trent to one nan, tco' had little interest 

other than to continue as long as possible to maintain-hinself in the 

sinecure into fhich he had been permitted to establish himself. ' • 

6. In the summer' of 4 192V iJajor 0. S. Albright, Signal Corps,had 

been assigned, to C—2 to serve on the Staff of the A- C. of S., G—2 to 

■X* 

supervise and coordinate such of the cryptographic and cryptanalytic 
activities of the "'Tar Department as'remained. After a careful study 

• . * W * * '* 

of the situation and an appraisal of how the existing cryptan alyti c 

• • • ^ * 
bureau was and tras not serving the functions for -which it had been 

'intended, lajor Albright came to the conclusion that the entire picture 

■nas wrong. Ke felt that the pro dire t ( 1 ? bulletin") irhich the bureau 

•was turning out every few days Tras indeed of primary interest for its 

orm sake to the State Department and while the YTar Department had 
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nrly a secondary interest, in .tie "bulletin" for the info. nation. it 
rave, the urinary interest of the War Department in crypt-analytic 

O ' • * 

* * . / • . 

studies in peace tine i*3.s that it tts intended to provide a nsans . * 

• • 

.for training of personnel for immediate Trar— tine effectiveness* 

Uaoor Albright found that not ; only ras there very little if eny 

training being conducted but also that all the persons in the 

/ 

bureau, except far one clerk receiving the least pay* irere n geuoing 
along in years®—their potential usefulness for possible tine 
service practically nil* Moreover, the bureau rras no vr bidden avray 
in a p ubli c office building in Heir *ork (under cover of the ®Code ; 

t ******** *. ■ * 

"Compilation Company" for alleged purposes of security) and far 
a -?rzy froz Hirpg-b supervision of anybody connectsd with the War 
renaricent or of G-2,,so that nobody knew what was going on, how 

‘ * '* * x - 

■fcVo office was administered, etc. Tardlej c voted nost of his 


to two or throe private enterprises (co.omercial cede compilation, 
real estate brokerage, consultant in code natters to ccnmsrcial 


firms) and he was having a "field day 11 at Government expense. 'There 
were, in addition, several other weighty factors which motivated 
Uajor Albright in preparing a C—2 study reconnending that 

the bureau be takai out of G-2 and its functions tranif erred to the 


Signal Corps, chief saor.g which was the desirability, if not necessity, of 
placing al 1 cryptographic and cryptanalyii c work of the War Department unde 
one agency, rather than distributing it among 'three (The Adjutant General, 
for printing, storage, issue, and accounting of codesj The Cbie- Sijp^i 
Officer, for comp ilin g codes and ciphers; Military Intelligence for 
lution of codes and ciphers). \ memorandum on the sane subject was 


so 



T--e> ri.-d by T.iirjt. •: si. IT. 2. Silscr. . . \hs T<«r ?la=s and Training . . 
Section cf G-2, ar.d in also attached ’.-.■.r-to —c reasons ~ 

ad.”en in liaior Albright's study and in Col. Tiilson’s cenoraadoi T • 

* *v 7 -• - • . t . „ .•* i 

*’ - 'T **- — • -**. 

aoparently deemed valid, by tbs Chief of Staff, for Hajcr Albright'sy ■* • 

recommendations were. approved in April 1929 and steps were soon initiated 

! *•*•*..»••* 

by G-2 and the Chief Signal Officer to put them into effect. The recom- . 
nendatiocs carried with "^hem merely the wording of a changes to be made in 
AR 105-5, specifying the duties of. the Chief Signal Officer, these duties • 
being enlarged to include the printing, storage, distribution, and account¬ 
ing of cedes and "in. tire of war the-.interception of enemy radio and. ^wire 
• • . - -p"- ; f .r-.:.-- f ? l- ■ V'i'J - ~.}T : ' • .. 

traffic, the gcniometric location of.enemy radio stations, the scluticn^of 

intercepted enemy code and cipher messages, and laboratory arrangements^• 
for the employment and detection of'secret inks." • ~ ' 

7. However, before anything could be dene actua ll y to' transfer'the - 
activity a new and very disturbing factor entered into the picture. In 
j/aj-ch 1929 a new administration took office, in which Hr. St in. sen became 
Secretary cf State.' For. l : few'weeks no "bulletins" frc= the cryptanalytic 
bureau in Hew Fork were given him.}.' the intention being to "go slew"- until 
he had beccr.e sufficiently well oriented in the duties oi^his oifics to 
warrant bringing to his attention the highly secret activities engaged in 
by T7ar and State Departments by means of funds provided in large part .by 
the latter Department'. f-'Farly in Hay 1929, however, the time was deemed 
'ripe Tor this measure/. hut it ?ras rrith seme trepidation that a few trans¬ 
lations of Japanese code cess ages were placed on Hr. Stinson* s desk. His 
* -*■ 

reaction 7ras violent and his action drastic. Upon learning how the material 
was obtained, he characterized the activity as being highly unethical and 
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d^cl^red that it would cease immediately , so far as the State Dep.rtment 
'.-ras concerned. To put teeth into his decision be gave instructions that 

i-' - 

I * / 

the necessary funds of the State Department mould be withdrawn At once. 

It 77e-3 only after considerable pressure by the £. C. of S., G-2’that be 

was dissuaded fron this ceu^rse, which might have had serious consequences 

by suddenly throwing cut of employment the six people concerned, at a. tine 

/ ' 

of severe economic depression. For these workers had only special training 

in a field wholely useless to commercial, industrial, shipping or banking 

firms, or to other government departments, or to educational institutions. 

An arrangement -as therefore made to close the office immediately so-far 

as active work was concerned but to keen the nersonnel on the payroll for 

the tire necessary to wind up affairs, and get the files in shape ready 

to turn over to the Signal-Corps 1 • This took a ccuple cf months r . and at the. 

• i - . ' -* -*■ ” ‘ 

end of June 1929 the employees mere given three, months 1 pay n in advance ” 
in a lump sum, to tide then over the period in which they might be -jobless. 

Since they had been paid out of "confidential funds” they had no civil . 

* 

service status and no retirement benefits • moreover, they mere ineligible 
for transfer to other Government positions. The danger was, of course, 
that their dissatisfaction with what crust have appeared to them as high- 
handed, arbitrary action cn the* part of a new official, and that their*'.' ’ 
helplessness in the serious personal situation created for their, by bis-'*, 
drastic- action eight lead, then to indiscretions which right prove most 
embarrassing to the Government and have serious consequences upon national 
defense* It turned cut that whatever their private feelings, all the dis¬ 
charged personnel, except the chief beneficiary of the old regime, remained 
IcyaX and did the test they could to find jobs. 


. . S* In October 1929 I >^3 sent to Now York to take over the bea:od up 

records and files and to over 3 ee* their transportation to Tfashingtcn. Tbe 
cryotarialjtic activities ,, research, and training now being under tbo Chief 

■ *•' V .1=--! V--* \ * % - . * w " ’ - - # “ ^ - “ 

Signal Officer, steps wore taken to*Jreorganise-the bureau and ite "rori:*- ' ^ 

The funds available ware,- of course,, vary si in--only what remained of the 
TTar Department T s contribution of. $10,000 for the ; FY 1930 this available* 
because the remainder of the State Department *s share of $15 ,COO ‘ as indl — 


ca' 


tod above, had already been Yrithdraro by the State Department., An of 




cf employment vras made toLIrs. TTilsoii, the Japanese expert with Tsrdiey / hut 
she vras unable to accept/ since it involved moving to Tfashingtom and she 
had a husband and child in New. York.Another 'employee. Hr. Tictor YTeisskopf 
had a business in New York and refused to move to rTashington. The female 
clerical employees vera.deemed unsuitable for our purposes and, moreover,' 
having; no Civil Service status thev could not be taken cn by transfer. 

° r* * *»• " . _ * . 

a-i offer cf temporary eciploynsnt "sas rads tc Yardley- but"’ha refused the 

\ ^ . •* 

tender. Instead/ ha proceeded secretly to prepare a hook which first 

appeared in the form of articles in the Saturday Evening Post and which V.f _ 

in much expanded form later appeared under the title "The American 3lack 

- • *v ■. 

Chnmber." The book and articles were highly sensational and made damaging 
disclosures-concerning the most secret activities ever conducted by the 
Gavermnent. >.Before the appearance of the articles and book, however, he 
had taken certain stems to protect .himself from possible prosecution for 
his disclosures, among which was to* rssign his c amiss ion, as Ifajcr in the 
miliary Intelligence Reserve. Of course, had the authorities understood 
the real purpose of his resignation they might have prevented it so as to 
retain some held on him. But being in ignorance of the real motives and 
deeding it just an act of piqus , t.-.e resignation v.-as accepted. The unTnrtune. 




cs after.iiH.st irpcn the publication cf. the beck , : 

nffic s it t o szrr that 


on 


mar* precarious relations with Japan were brought to 
a boiling point when about 30,000 copies of the Japanese translation of The 
American Black Chamber were sold in Tokyo in a period of less than a month, 
(perhans the book was subsidized by the Japanese Government itself.). The 
bad oc >r into which all cryptanalysts and cryptanalytic activities fell, as 
a result of the difficulties which the publicity given the matter by Tardley' 
disclosures occasioned high government officials, had. a bad effect upon, the 
attempted reorganization cf the cryptanalytic bureau by the Chief Signal 
Officer. Turds were hard to get , and State Department support ?^a.s lacking,, 
if not in the other direction altogether. The meet serious consequences 
of Yardley's disclosures, however,’ came 10 years later snd^ their effects 
can hardly be estimated. I refer here to the jolt which his book gave 
the Japanese cryptographers, leading then out of their blissful ignorance 
snd causing them’to develop really complex methods which are ac^ giving us 
many difficulties. The sane is true probably as regards tbs German aaid 
,Italian C ryo to grammars—thsir education has been entirely at Uncle Sam's 
expenso and the final ecusecuo'cces of T&rdley’s work can not yet be foreseen. 
They may well turn out to be disastrous. / i 

9. However, the Chief Signal Officer proceeded, energetically as 
possible under the- circumstances, to carry out the mission assigned him. 

The coda and cipher solving section, was placed under the far Plans and 

i 

- / 

Training IMTisicc sinco the compilation section alrsady thnro. A. rather 

hz 1 o d cirsetiro ^r.ich vas prepared by G—2 and aoororsd by the Secretary 

• . 

t 
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O'. 


of Tfar ^Schibrfc 47* 'bc cusz s -the guiding; plsm ai rn.-^-gani;ed sorrico, 

.•which tts-s ao* ninad tie Signal Intelligence Ser-vi -j..~ I ts personnel- con — 

- •• ' * . •.* * •' v - i'**’,’*.* % ;*w , * 

:, *c ' * ’ 

listing of myself and. ono or two 'clerks soon by a hair, dor err. 

nor a employees . Training literature and courses were prepared and put 

into good usage at .once. A* great deal -rras dene in expending our cryptographic 

• t\r ; 

Tfcrk also, by preparing reserve editions of existing codes, compiling ne^r 

codes and ciphers, developing cipher-apparatus ,* and so on. Cryp banalytio 

77ork was prut on a firm* basis of research and training, vrith emphasis on th^e 

latter, for there existed no intercept sorvico and the rar rx-torial could 

not bo obtained 


i nence an intercent service - 
\ • • 

a c* 7.as orgaai;ed. tad gr<rv vejy -slo-trly. All piarss cT signal -ijatej.liger.ee 
Trer o uni .Tied under ono service and’ talcsa .uad or . study and action. Moreover, 


• 4 f 


cooperation vrith fee JTavy in the vorl Tas also initiated. Hov the activity 

, -' .-*vf ‘ - - * —- 

% - . .. . * •. - w r 

has expended since fesn requires no consent at this tine. However, a fev 
words about relations with the.-Uavy are pertinent* 

10. Cryptanalytic activities in cur Kavy Department ^ero practically 
nen-existent until after fee close.of the last war,' during which, ae was 
noted above, whatever problems they had in cryptanalysis were referred to 
2H-3- But in 1921 the Jfavy, recognising fee important role which crypt¬ 
analysis was bound to play in future, began building up a large unit in 
the Kavy Department, with echelcns afloat** T.boraas the Amy placed emphasis 
upon civilian training, the !Iavy placed emphasis upon officer training; and 
for each dollar fee Amy was able to obtain for cryptaraiytic and crypto— 
graphic work the Ifavy was able to obtain three to five dollars, until by 


\ 5-39 


f ;.s f a~ e_s coc:srcad sucbera of cfflotro a.nd civiliem perso^noX 
ra g. so d im tie 30 sotivitios, amount of oquipcent on. hand, and funds 
available fpr research,-‘theNavy had considerably-outstripped the 'Aray.- 
However, it say he said, with some justifiable pride perhaps, that Tchile- 
they were ahead of us in quantity to were ahead in quality, for all the 
iaoertant develops nts in both the cryptographic and the crypt analytic 
fields just be credited to Amy personnel* At first, cooperation bct'vcen 
the tro services raa intermittent and at times very indiffertnt-—the usual . ^ 
mutual suspicions' and jealousies pervaded cur relationships . But, Jappily, 
for tho cast t hr so'to five years cooperation has been nuoh more —holchcarted, -• 
■with the result that it nay nov be said 'without‘reserve'that,'as regards: 
their cryotogranhic ard cryptanalytio activities, cooperation betveen the - 

■ . • . .V. vl. . ..“J. 1 . - • - • * " r. 

Xr-zy and javy is so closa as" to be* the sane as thou^a they ~ore. upder;• one 

^ ' v ’ . 

head* This, of course, is as it should he ead must be i n order to gain tha 
desired result frem such activities. „ _ \ •• ...... 

11. It would be of utmost value to the winning of this war if the ■ 
Government were nerrr in e* position to read the codes and ciphers of all the 
foreign powers whose actions and probable intentions are of interest and 
importance in our prosecution of the war* It could have been in this foriw— 
rate position had it given to cryptanalytio studiea the attention which it 
deserves Airing peace tine and* had provided funds for their continuity^ on 
a scale sufficient for the purpose for r/h ich they are intended * The mrtar 
be smarized very succinctly in this statement; Actual or physical 
warfare is int emittaut^but mental, that is, crypt analytic^ warfare is con¬ 
tinuous* It is vital that this be understood by those who exorcise tho control 
ever such studies,and a few words on this point are given in the nar± paragraph 





.n 

12.* Thar e are four basic reasons 7*7 continuity in crypt an alytic 
5 pc dies is so important. They dll be discussed briefly undsr separate 

1 ~ 

* ' ... *'■ * 
subparagraphs.. • \. ; 'V ‘t’ , 

•|(1) It must be realized that cryptanalytic activities have 

no counterpart in civil life. Therefore, oa the outbreak of '-Tar there 

is do important source Iron -which trained, experienced personnel can 

* / 

be_drawn for immediate usefulness. Since skill in cryptanalysis can 
hardly be developed in a short tine and crypt an aly ti c units capable of 
produring quick results can not be improvised in a hurry, unless there 
is a good-sized nucleus of such trained and'experienced personnel no 
good cryptanalytdc operations can be conducted in the early-phases of a 
■war, that i3, just at the tine 1*80 results can usually be obtained most 
easily and when such..results are extremely inportant. Moreover,^ it is in 
the upper strata of cryptanalytic brains that continuity in studies is 
cast inportant. It is possible, under pressure, to obtain large numbers 

of recruits of high intelligence from colleges and universities, but 

i - . . 

•until they have had at least five years actual experience and training 
they axe rholly unprepared to attack the most difficult problems 
encountered 1 n modem, up-to-date secret communications. Considei lie 
present “purple" system, for example . It required almost two years of 
concentrated effort to break dorm this system and it *>7as indeed fortunate 
that this had been accomplished by September 1939. If we had not been able 
to start this study until December 1941 it would not have been possible to 
read those messages short of two years' study, if at all, because the 
problem is so difficult to begin -with and moreover the volume of traffic 
available for analysis would be so, snail compared to what it ms before 
December 7, 1941. Moreover, if we did not have the two years' experience 



_ . p1 s'j -d would be extremely sera difficult, if it could bo 

dor.a at 'll befera too late to bo u-eful. Again, our present diff Icultioe^ 
Trith Japanese military systems are in large part ocof.sieved =y our failure 
to devote .sufficient study .bo these systems ever the past few years; but 
it must be realised that limitations cn funds and personnel nads such; 
studies impossible because rdth the snail staff cf SIS personnel from 1930 
to 1940 it *.ra s all that this personnel could do to keep abreast of the 
'Japanese diplomatic systems, for which. G-2 was clamoring. 

(2) ’ Continuity in cryptanslytic studies also requires continuity 

1 ' * •* ’ ' • * ^ ^ * . . f- • . . . * * 

in intercopt‘work, f or 'without the-basic raw material no studies at all can. 
be conducted on actual traffic and purely theoretical studies ray be far off 
the real target altogether', .no natter how successful. Continuity in inter¬ 
cept rork reams, cf course, that the equipment and perso—.el c*. ^he i—i-e* 
ceot service have to ce maintained and thus there are available on the out¬ 
break of -ran, for immediate, useful work. Unless cry? tana lytic studies are 

* • • * * 
pursued the need for the % raintenanee of adequate intercept stamens soon 

disappears, for it presently begins to look as though the work done by the 
intorceot personnel is useless and funds for this activity are to. thdrawn. 

(3) Continuity in cryptanalytic studies is necessary' because - 
cryptanalysis is not a static science or art— it must progress as the.' r '^-. 
cryptographic science progresses. In the past few y^ars great strides have 
been made In the latter, especially as regards the development of complex 
eloctrical and mechanical cryptographic devices and machinery. Moreover, . 
the cryptanalytic work done during the last war has been publicised. As 
alluded to above, "The American Black Chamber* in particular has exercised 
a vide influence in cutting certain nations which had been quite backward 
in their cryptogrephy cn their guard, causing then to engage in studies and 
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resui; Is 


d^rv'^ioCT^ants for the improvement' of thair codes and ciphers, 
thsd: the cryptograph ic syz tens of these nations have beccce more andpsore _ 
diffi cult''to analyze« 3ut it is "important to note that improvement tar-.’, 
cryptography usually cones in .successive small steps, and if the opposing 
cryptanalyst can heap in £tep Trith these progressive increases In complexity 
he can, as a rule, he in* a position to read the new systems almost as fast 
as they are put into usage, but if there is much of a lag in the cryptanalyst 
the cryptography gets too far ahead for tho' cryptanalyst to catch up quickly. 

' • • ' r "7. • 

(4) Finally, it may be noted.that continuity in cryptanalytic 
studies brings improvements in our own cryptographic systems and methods, 
without which we ray be lulled into a false-sense of., security and remain 
blissfully ignorant of what 3 one foreign crypt ana lytic bureau, may be doing 
with our supposedly secret messages. .It can bo said that the greatest -blow 


•>. 


that can be dealt to signal intelligence work is lops of continuity in 
cryotanalytic studies, for ilj nears that a disastrous blow has been delivered 
to technical efficiency of both the cryptographic and crypt analytic services 
for var-tine functioning. 
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14* Finally, if are not to repeat ooco core the mistakes nB.de 
at the clcso of tdie last ttelt in respoct to signal intelligence • "work, every 
effort should be ns.de to place the present organization on the most firm, 
permanent foundation it is possible to erect* The service should not be 
considered as merely an appendage to the functions performed by the Signal 

r •• * 

Corps only in tine of T.*ar but as a permanent service, that operates on a 
large scale in peace tine as vroll as in tot tine* 

% *?-*• : 
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